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SailPoint IdentityNow
enables you to rapidly
mitigate risk and fortify
your security efforts,
Implement policies to
establish and maintain
compliance, and
automate IT tasks to
Improve operational
efficiencies and save
on IT costs.




Secure Your

Digital Transformation

Digital transformation has opened up opportunities

for greater agility and growth. But it's also
introducing challenges. Digital transformation
means more users, more apps, and more data —
and if not properly addressed, also means more
risk. Organizations are addressing this risk while
also taking advantage of all the benefits cloud
provides with SailPoint IdentityNow™.

SailPoint IdentityNow allows you to answer three
important questions: who has access to

what, should they have access, and how are they
using that access. Gain complete visibility

and apply access controls for every user,
application, and data resource throughout your
hybrid IT environment.

Rapid Deployment with Zero Maintenance Burden

SailPoint IdentityNow is built from the ground

up as a complete multi-tenant SaaS platform.
Since it does not require hardware or software
installation, you can rapidly and efficiently deploy
and administer identity services from the cloud.

Designed with IT and security teams in mind,
built-in identity best practices allow for simplified
administration without the need for specialized
identity expertise. All new and updated features
and maintenance updates are automatically
delivered to you, requiring zero downtime and IT
effort. This frees up your IT resources and allows
you to focus on delivering program results.
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SailPoint IdentityNow Services

The SailPoint IdentityNow platform brings you the power of enterprise-grade

identity governance coupled with the agility and convenience of the cloud.

|dentity services can be rapidly deployed, and administration can take place

from anywhere at any time.

Access Certification

Automate the process of reviewing and

reporting user access privileges across the
organization. Quickly plan, schedule and execute
comprehensive campaigns to ensure all types of
users have the appropriate access to corporate
resources.

Provisioning

Enable business users to be productive from day
one. Streamline onboarding and off-boarding
process with best practice configurations and
workflows, enabling IT to automatically manage
user access to the applications they need to
perform their job.

Access Request

Empower the entire business with a self-service
platform for requesting and approving access
to applications, collection of entitlements within

applications or application bundles, called “roles.”

IdentityNow secures and automates the access
request process and frees IT to work on strategic
projects while quickly delivering business users
the access they need to do their jobs.

Password Management

Offer business users an intuitive, self-service
experience for managing and resetting their
own passwords from any location and on any
device, on- or off-network. Leveraging industry
best practices, such as sequential multi-factor
authentication, this service enforces consistent
and secure password policies across all systems
and users in the business, while eliminating
helpdesk calls and strengthening your security
posture.

Separation-of-Duties

Quickly create a library of policies to expose
conflicts of interest and help eliminate fraud by
requiring more than one individual be involved in
any high-risk or sensitive task. Enforce critical risk
and compliance controls by spanning policies
across multiple systems and applications.
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Artificial Intelligence and Machine Learning
Apply advanced governance capabilities,
using the power of SailPoint Predictive Identity
to discover suspicious or anomalous access,
maintain continuous compliance and enjoy greater
productivity across the entire organization. Utilize
generated insights and recommendations to
help guide decisions around your security and
compliance related efforts.

File Access Management

Extend your identity governance capabilities to
control access to sensitive data with SailPoint File
Access Manager. Provided as an extension to the
IdentityNow platform, you can discover where
sensitive data resides, apply appropriate access



controls to improve security, mitigate compliance
risks, and support greater efficiency across on-
premises or cloud storage systems.

Connect to Everything Across Your

Hybrid IT Environment

The power of IdentityNow resides in its ability
to connect to applications, mainframes, cloud
infrastructure, and data sources from across a
hybrid IT environment.

IdentityNow also provides standards-based
connectors to additional applications that leverage
information exchange protocols such as REST,
SCIM, JDBC, CSV and LDAP.

Cloud Platform Services

* Updates and Patching — Updates are
pushed seamlessly without the need for
system downtime.

e Scaling - Easily add users and dynamically scale
to fit changing organizational needs.

 Alerting — SailPoint provides proactive
notifications of added services or status
updates.

* Monitoring - SailPoint delivers 24/7 oversight
and support.

Meets Security Standards

SailPoint eliminates the need for organizations to
choose between security or convenience. We've
architected IdentityNow around fundamental
principles that ensure best of breed security
practices.

e Meets security standards ISO 27001:2013 and
SOC 2 Type 2

e Allows your business-critical data to stay where
it belongs, behind your firewall.

e “"Zero Knowledge Encryption” protects
administrative access and interaction with
external systems.

See How We Can Help You at

Professional Services
and Support

Our team of expert Professional Services
specialists, as well as our global network

of partners, are available to provide
assistance from initial deployment to ongoing
management of [dentityNow.

As a true software-as-a-service platform,
IdentityNow is committed to maintaining
enterprise-class Service Level Agreements.
Dedicated DevOps and technical support
resources provide round-the-clock’
customer support.

Training

SailPoint’s Identity University
provides training and certification
designed to increase productivity
across your teams and ensure the
most successful implementation.

Our Industry Leadership

SailPoint maintains the highest leadership
position across all major analyst reviews
and, due to the success of our customers,
maintains a 95%+ customer retention rate
across all industry verticals.
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SAILPOINT: SailPoint, the leader in enterprise identity management, brings the Power of Identity to customers
THE POWER around the world. SailPoint's open identity platform gives organizations the power to enter new
OF IDENTITY™ markets, scale their workforces, embrace new technologies, innovate faster and compete on
a global basis. As both an industry pioneer and market leader in identity governance, SailPoint
sailpoint.com delivers security, operational efficiency and compliance to enterprises with complex IT

environments. SailPoint's customers are among the world's largest companies.
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